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Over the top: On privacy and regulation 
of digital apps

The Hindu

The Government needs to upgrade its thinking on privacy before seeking to 
control digital apps.

26 September, 2022
T h e  a r t i c l e  i s  r e l a t e d  t o 
G e n e r a l  S t u d i e s - P a p e r - I I I 
( C y b e r  S e c u r i t y )

 The draft telecommunication Bill, put out last week for public comments, hints at a disturbing 

governmental pursuit, for more control over a range of digital applications and over-the-top streaming 

services that millions of Indians use daily. It seeks to do this by bringing them under the ambit of 

telecommunication services, the operation of which would require a licence — that is if the draft 

provisions do go through. 

 This means the likes of WhatsApp, Zoom, and Netflix will be considered telecommunication 

services. And so would a whole range of digital services that are anyway regulated by the IT Act. This, 

the Government wants to do, by a wide expansion of the definition of what constitutes a telecom 

service. The new definition includes everything from broadcasting services to electronic mail, from 

voice mail to voice, video and data communication services, from Internet and broadband services to 

over-the-top communication services, including those that the Government may notify separately.

 It is all well to state, as the Government has done, that the country requires a new legal 

framework, and not the existing one that is based on the Indian Telegraph Act, 1885, to deal with the 

realities of the 21st century. But, it is not just technology that has evolved in over a century but also 

a democratic society’s understanding and expectations of user rights, privacy and transparency. Not 

long ago, the highest court in the country acknowledged a citizen’s right to privacy as a fundamental 

right. This draft, however, disappoints on the above counts. 

 According to it, for instance, the Government has the powers to prevent a message from being 

transmitted “on the occurrence of any public emergency or in the interest of the public safety”. 

Another clause in the draft Bill requires an entity that has been granted a licence to “unequivocally 

identify the person to whom it provides services”. 
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 A similar clause under the IT rules brought in last year — requiring messaging apps to “enable 

the identification of the first originator of the information on its computer resource” — has been 

challenged in the Court. There are enough valid reasons to doubt whether this is even technically 

possible without breaking encryption and making all communications vulnerable. 

 While this is not to underplay the mounting challenges for ensuring security, the repeated 

attempts by the Government to be able to tap into all kinds of communication, without making sure 

the common man has a legal armour in the form of a data protection law, is extremely problematic. 

The Government needs to upgrade its thinking on users and privacy. This draft needs to go back to 

the drawing board.

Expected Question (Prelims Exam)

Expected Question (Mains Exam)

Q.    Consider the following statements in the context of 'Indian Telegraph Act, 1885'-

   1.    Under this Act, the use of telephone, teletype, radio communication and digital data communication 

is regulated.

 2.    This law was implemented on 1 October 1885.

 Which of the above statements is/are correct?

  (a)  1 only     (b)  2 only

  (c)   Both 1 and 2       (d)  Neither 1, nor 2

Ans.  (c)

Q .  While highlighting the initiatives taken by the government so far to tackle the issue 
of surveillance law and privacy in India, discuss how relevant is the government's 
decision to rein in digital apps? (250 Words) 

Note: - The question of the main examination given for practice is designed keeping in 
mind the upcoming UPSC main examination. Therefore, to get an answer to this question, 

you can take the help of this source as well as other sources related to this topic.


